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I. Executive Summarv

The Information Technologr Audit for the academic year 2025-2026 was conducted to
cvaluate, strengthen, and ensurc thc efficicncy, security, and compliance of the college's [T
systems.

The audit highlights a robust digital infrastructure, efficient connectivity, and widesprcad
ICT integration across academic and administrativc sections, in line with the quality
standards of NAAC, ISO. and GSIRF.

It also identifies areas for enhancement in cybersecurity training, digital literacy, and
advanced IT asset management.

II. Objectives of the Audit

I . To assess the adcquacy and utilization of IT infrastructure.
2. To evaluate hardware and software performance, compliance, and security.
3. To verifu data backup systems and network reliability.
4. To review lCT-enabled classroom integration and digital resources.
5. To ensure alignment with institutional IT policies and ISO standards.

III. Audit Team Composition

Dr. N. I. Patel Associate Professor Cyber Tech Club Coordinator

Mr. Priyank Patel System
Administrator

IT Departmcnt Technical Auditor

Dr.S.G.Patel AssociateProfessor ChemistryDept. Documentation

Mr. M.R.Rahevar Jr. Clleark Office Documentation and
Maintenance
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Conrponcnt Specification / Descri tion Condition / Remark
Total Computers
(Desktops/Laptops)

Computers for Student
Use

lnternet Connectivitr
Wi-Fi Access Points
Sen'cr Configuration

Softn are Licenses

Libran'Sofhvare

Cr hcrsccuritv Svstcms

Smart Boards I nstallcd

Projcctors

CCTV Surveillance
College rrVebsite

ERP / l\t lS Slstcms

Biometric Attendance

i\Iaintenancc \-endor

Data Backup &
Recovery

IT Policies Implemented
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IV. Institutional IT Infrastructure Overview

126 (Acadcmic + Administrarive) Excellent - Regular
AMC maintained

Uscd for rcscarch.
pr<rjects & digital
lcaming

Stable - 99% uptime
Fully Functional
Efhcient - Weekly
Cloud Backup

Gcnuinc & Updatcd

Quick Heal tsnterprise Suite, F-irewall
Enablcd

02 Digital Smart Boards (M.Sc.
Seminar Hall & B.Sc. Chemistry Sem 5

&6)
Installed in Classrooms Room Nos. I ,

3.4.s &6
42 Camcras (All Blocks & Corridors)
www.hnsbscicnce.org
Attendance, Marks, Result. Feedback

Installed &
Operational

Active & Monitored

Fully Operational

Functioning Well

lnstalled fbr Teaching & Non-Teaching
Staff
TechServe Solutions, Himatnagar AMC Valid till March

2026

Secure & Verified

26 (in laboratories and IClT-cnabled
classrooms)

100 Mbps Fiber Optic (Reliance Jio)
Library, Labs, Office. Classrooms
Dell PowerEdge R540 with RAID
Backup

Windows 10. MS Officc 365, Tally
ERP, Quick I Ical

SOUL 3.0 - Libra4t Ayloaaliln $$1sa

Operational 24x7

Regularly Updated
User-Friendly &
Stable

Working Properly

Weekly Cloud & Extemal Drive
Backup

Data Privacy, Cyber Ethics, User
Access Policy

Approved by IQAC

V. Audit Findings & Observations

. The IT infrastructure is comprehensive, well-maintained, and user-friendly.

. 26 computers available for student access ensurc hands-on leaming.

. 02 Digital Smart Boards enhance interactive learning in M.Sc. & B.Sc. classes.

. Projectors (Rooms 1, 3,4,5,6) ensure ICT covcrage across teaching areas.. SOUL 3.0 Library Software ensures automated cataloguing and digital access.
Intemet connectivity, network security, and systcm maintenance are
Recommendation: More workshops on cybersecurity and cloud-ba
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Wcbsitc & ERP

User Training

Audit Paramcter Rcmarks

Softrvarc Liccnsing

Data Backup

lntcrnet & \ctn ork

Not
Complied

(t)
Complied

vt

Library Software
(s()uL 3.0)

Hardn'are
Maintcnanrc
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VI. Compliance Matrix

AMC Valid

Exccllcnt Stability

(ienuine Licenses

Fully Operational

Regular Weekly Backup

A Awareness Program
Necded

Updated Timely

ICT Workshop Suggested

l. Organize Cybersecurity and ICT Skill Enhancement Workshops every semestcr
2. Expand Wi-Fi access to student zoncs and activity areas.
3. Upgrade selected older systems to SSD drives for better performance.
4. Implcment a Digital Asset Management System under IQAC.
5. Maintain Paperless Documcntation using ERP and digital sigaatures.
6. Schcdule llalf-Yearly Preventive Maintenance with vcndor support.
7. Introduce Online IT Grievancc & Fcedback Portal for users.

VIII. Conclusion

The IT infrastructure of The HNSB. Ltd Science College, Himatnagor is
modern, reliable, and strategically managed to support academic and
administrative excellence.
With systematic upgrades, data security measures, and digitat innovations,
the institution is steadily progressing toward a digitallv empowered
campus.

Enhanced user training and sustained policy compliance will further align
the college with global IT governance and academic quatity standards.

VII. Key Recommendations
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IX. Authorization and Signatures

Name / Designation Signature Date

Dr. N. I. Patel -
Audit Coordinator
pBita I I nf.llsJllgrlre & sup291 Q lqt h

Cyber Tech Club Representative

,,al4lotu

)/- I* lrl'^\t6
Dr. Z. M. Gadhawala -
IQAC Coordinator

(,,

?
Principal Dr. P.S. Patel
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Annexures & Geotagged Documentation
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Category Supporting Photos / Files
A. Computers Ceotagged photos of computer labs and student

tcrminals
B. Smart Boards M.Sc. Seminar Hall and B.Sc. Chemistry

Classrooms
C. Projectors Classrooms Room Nos. I , 3, 4. 5, and 6

Library, Office, and Science tslocks
E. CC'I'V Surveillance Entrances, Corridors, Library, and Laboratories

Main Officc and StaffRooms
G. Collegc Website & E,RP
Screenshots

www.hnsbscihmt.org (live pages and ERP
dashboard

H. Library Software (SOUL 3.0) OPAC and Catalo Scrccnshots
I. Cogent Pay roll

Y
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D. Wi-Fi Routcrs

F. Biometric Devices
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Himatnagar, Gujarat, lndi6 r
Hxh9+v69, Sahakari Jin, Himatnagar, Gujarat
383OO1, lndia
Lat 23.57 87 21" Long 7 2.967'17 1"
Saturday, 0710g12026 09:37 AM GMT +05:30
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